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Agenda

• Why Data Center Consolidation ?y
• Data Center consolidation recommendations
• Choosing appropriate assessments, tools & technologies for data 

center consolidation planningcenter consolidation planning
• Best Practices in Data Center Consolidation 
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Why Data Center Consolidation ?

Data Center  • Consolidate 1100+ data centers
• Reduce energy consumption

Consolidation
Reduce energy consumption

• Reduce the costs of hardware, software, and operations
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Data center economics
Infrastructure spending is flat, management costs are rising

Effect of
virtualization

4 23 June 2010

Source: IDC, "CIO Strategies to Build the Next Generation Data Center," Doc # DR2007_5VT, February 2007.
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Today’s Data Center Model is Broken

• Poor forecasting + low flexibility = 
excess capacity

• Typical datacenter: 3 years 
i

Over‐provisioned Capacity

yp y
excess server capacity 

• Servers consume >50% of 
average power when idle 

• Datacenters are outdated and 
h l i ffi i thugely inefficient

• Cooling servers often requires 2x 
the power consumed

• Servers DOUBLING every 5 
Inefficient Datacenter Design

y
years

• Network Devices DOUBLING 
every 2 years

• Terabytes of Storage DOUBLING 
1
y g

every 1 year
• $2 – $3 spend on management 

for every $1 spend on hardware*
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Where Does the Power Go? 
Power Consumption in the Datacenter

Server/Storage 50%

Computer Rm. AC   34%

Conversion 7%

Network 7%

Lighting 2%

Compute resources and 
particularly servers are at p y
the heart of a complex, 
evolving system!

Source: APC
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KEY CHALLENGES WITH TODAY’S DATA CENTER
SERVER SPRAWL

− Outdated view of each server running each application leads to wasteful 
powering of servers only operating at 20% capacity.  Energy wasted on 
spinning fansspinning fans.

INCREASED IT DENSITY
− Average IT Rack Density has increased from 2-3kW per rack to over 10, 

with some racks reaching over 20kW, even over 30kW with Blade Serversg ,
OUTDATED, WASTEFUL RAISED FLOOR COOLING METHODS

− Air Distribution Air Handling Fans are very power hungry and must move 
air great distances with outdated raised floor cooling

− Raised Floor cooling cannot effectively, efficiently handle today’s IT Density
− Almost always not able to vary cooling intelligently with dynamic, changing 

heat-load.
WASTEFUL POWER INFRASTRUCTUREWASTEFUL POWER INFRASTRUCTURE

− Oversized for growth plans, because often not modular, scalable
NO PROACTIVE MANAGEMENT OF ENERGY EFFICIENCY

− Tools exist today to monitor Electrical Efficiency of Data Centers but mostTools exist today to monitor Electrical Efficiency of Data Centers, but most 
have not employed them.  They’re flying blind to how electrically efficient 
their data centers are operating.
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Data center priorities: 
reduce costs, increase agility 

THE BUSINESSTHE BUSINESS
Deliver new business 

services
Maintain compliance

100% business 
service availability

Cost
pressures

Agility 
Pressures

CIO Office

pressures Pressures

THE DATA CENTER

Reduce cost of 
maintenance and 

support

Enhance quality of 
services

Manage application 
and infrastructure 

growth

8

THE DATA CENTER
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Data Center Consolidation Approach
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Key Activities

Agency-driven Activities
Establish Data Center Baseline by Conducting Hardware and Software Inventory 
Develop Agency Data Center Consolidation Plan and Schedule
Map, Analyze Systems and Make Strategic Long-term Investment Decisions
D i I l d T A ifi C lid i S l iDesign, Implement and Test Agency-specific Consolidation Solutions
Execute the Agency Data Center Consolidation Plan 

OMB driven ActivitiesOMB-driven Activities
Identify Strategic Goals & Define Government-wide Metrics and Target Objectives
Collect Agency Data, Derive Criteria and Analytics for Utilization & Savings
Analyze Critical Success Factors in all Four Key Impact AreasAnalyze Critical Success Factors in all Four Key Impact Areas
Based on Comparative Analysis Approve Agency Data Center Consolidation Plans 
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Consolidation Approaches 
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Key Impact Areas
Data Center Network

(Not Included in 
Analysis)

Data Center IT 
Facilities and 

Energy

Data Center IT 
Geographic 

Location & Real 
Estate

Data Center IT Software Assets

Applications, 
Platforms, Services

Middleware
» Database Servers
» W b S

O
p

eratio
n

Local Area 
Networks

HVAC / 
Cooling and 
Energy 
Consumption

Building 
Leases, 
Available 
Floor Space

» Web Servers
» Application Servers
» Message Queues
» Directory Services
» Other Middleware VMs

s &
 M

an
agem

Data Center Hardware Assets
Virtual Private 
Networks

Wide Area 
Power 
Management 

Consumption

Geographic 
Location of 

Floor Space

Physical Storage / Network Storage

m
en

t

Networks

Physical Servers / Mainframes

a age e t
& Distribution

ocat o o
Data Centers

Power Source 
& Alt ti

Physical Storage  / Network Storage

Special Purpose Hardware 

Switches, Routers, Firewalls

High Speed Local Networks

& Alternative 
Power 
Supplies

Racks, Shelving and Cable Plant
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Implementation Plan
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Phase 1 : IT Asset Inventory Baseline
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Phase 2 : Application Mapping

Migrate low security impact applications to Cloud Computing technologies

Identify business applications that have not been used in the past year and 
d i idecommission

Identify servers with average / peak utilization of 0% over the past month and 
power them down (can be turned on upon request if necessary)power them down (can be turned on upon request if necessary)

Initiate server and storage consolidation via virtualization whenever possible

Raise operating temperature in the data center to 74°F – 78°F (best practice)Raise operating temperature in the data center to 74 F 78 F (best practice)

Improve cooling air circulation by cleaning under floor obstructions and by 
using ducted airflow

Consider cooling opportunities with filtered outside air (at night / cool seasons)

Consider using own power generation during peak demand & selling power 
capacity to gridcapac y o g d
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Data Center Assessment
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Inventory Summary Report
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Inventory (Physical & Virtual Machines)
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Consolidation Candidates 
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Potential Consolidation Candidates 
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Virtualization Report
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Disk Utilization Report
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File Age Distribution Report
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Space Consumption by File
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Additional Assessment Reports
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Network Auto Discovery

Network Assessment is a key step in 
the Data Center Assessment

• Network Assessment & Analysisy
• Configuration, Design, Validation

Base-Line the Topology and 
Technology of a  Customers’ 
Network

Analyze discovery to propose:
Upgrades
Replacements
Maintenances
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Network Audit and Discovery

• Serial and catalog number
• Addresses:

Device Information Retrieved :

• Addresses:
− IP (Inactive & Active)
− IPX

MAC (Inactive & Active)− MAC (Inactive & Active)
• Free and used device memory
• Hardware and software (IOS) 

versionsversions
• Device internal configuration 

including card positions
• Host and system namesHost and system names
• Configuration files
• Physical connections between 

devices
• Device status (EoL, EoS, etc.)
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Enterprise AutoDiscovery Reports

Newly Discovered Devices and Components
Old Devices that were Missing in this Discovery
All Project Devices 
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Network Auto Discovery Reports 

Equipment Summary report
• Vendor info IOS version

Product Availability Report
End of Life End of Support, etc.
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Network Auto Discovery Reports 

Based on Discovered IP Network and Addressing 
Scheme User May Design New Components and Addresses in a 
Validated Environment
Ability To Generate Physical Connections ReportAbility To Generate Physical Connections Report

Ability to Create a Inventory Reports Including Serial Numbersy y p g
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Software Asset Assessment

•Complete list of all applications, software 
licenses patches applied to each systemlicenses, patches applied to each system

•Software audits to identify all approved 
and unauthorized software packagesand unauthorized software packages

•Complete and detailed inventory of all 
OS’ systemsy
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Energy Efficiency Measures

Total Data Center Power Consumption

IT Power Consumption
PUE =

Cooling & 
PowerCooling &

Cooling & 
Power
Conv.

Conv.

Compute
Load

Compute
Load

Cooling & 
Power
Conv.

Compute
Load

Current trend (1.9) Best practices (1.4) State of the art (1.2)
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What is “data center efficiency”?

Infrastructure
IT load

Data center

In IT
POWER
system

COOLING
system

Lighting

Power 
IN

Power
to IT

Power
to IT

Power 
IN

Lighting
Generator
Switchgear
Fire supression
Physical security

=

Data center 
infrastructure 
efficiency

P  

Power
to IT

Power 
IN

The percent of your input power that gets to the IT loadsThe percent of your input power that gets to the IT loads
The rest is consumed by the power system, the cooling system, 

and other elements of data center infrastructure
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Right-sizing improves power use AND efficiency

EFFICIENCY POWER USE
Always goes down with 

virtualization

Always goes down, UNLESS 
power/cooling is downsized 

to match load
Unused 
rack space

Servers
Unused
POWER
capacity

Unused
COOLING
capacity

BEFORE
virtualization

Due to losses from 
excess capacity

LOW

ROOM 
cooling

Non‐
scalable 
UPS

Power use

AFTER
virtualization

ROOM  Non‐
l bl

DOWN
Due to 
consolidated servers

Due to losses from 
GREATER excess 
capacity

LOWER

cooling scalable 
UPS

PLUS
right‐sized

Power use
down MOREHIGHER

right‐sized 
power and cooling Due to RIGHT‐SIZED

power/cooling

Scalable 
ROW 
cooling

Due to 
RIGHT‐SIZED 
power/cooling

Scalable 
UPS
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Energy Efficiency Metrics (PUE & DCiE)
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Finding out your efficiency

1 Rough idea
Interactive efficiency tool1 y

● Work on your own

● Adjust model parameters to approximate 
your data centeryour data center

● View efficiency curve, electric bill, and 
power/cooling/IT breakdown

Do‐it‐yourself

2 Specific to your data center
Efficiency assessment service

● On‐site measurement

● Model parameters calibrated
to your data center

● Interactive tool will now model YOUR 
data center Professional
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Power and cooling assessments

Thermal Thermal Intermediate Thermal ComprehensiveThermal 
Quick Assessment

Thermal Intermediate 
Assessment

Thermal Comprehensive 
Assessment

• Data gathering above 
floor modeling

• 3D under‐ and above‐
floor modeling

• Visual inspection

• Data measurements
• Thermal modeling

• Extensive report and 
recommendations

• Thermal prediction

• Comprehensive report 
and recommendations

• Basic report and 
recommendations
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Data Center Efficiency Calculator
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GTSI Green IT Calculator
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PROBLEM:
Unmanaged high densityUnmanaged high density

Low-density data center High-density  hot spots

R b d li
● Unpredictable cooling & moving hot spots

● Room‐based cooling

● Raised floor distributes cooling

● Cooling is stable

● Loss of cooling redundancy

● Risk of unplanned downtime from thermal 
overload

●Where to put the next new server?

● Expense/delay of cooling assessment
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Best practice: Data Center Airflow

Benefits

Lower server temperatures

Better reliability

Best practices 

Hot aisle/cold aisle

Matching server airflows

Eliminate gaps in rows

40-50% of the 
inefficiency inside Better reliability 

Better uptime

Extends life of current data 
center 

Maximize server density

Eliminate gaps in rows

Use longer rows

Use cabinet blanking panels

Orient AC units perpendicular to hot 
aisles

y
datacenter is 

linked to lack of 
best practices 

Maximize server density

Lower energy usage

Lower TCO

aisles

Seal cable cutouts

Use 0.8m to 1.0m high floors

Use high and low density areas

deployment 

41

ITSM
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Cooling IN the row, close to the load

Variable-speed fans optimize efficiency 
by closely matching performance to 
dynamic cooling demand

Hot‐aisle air enters from rear, preventing 
mixing of hot and cool air

dynamic cooling demand

Cold air is supplied to 
the cold aisle

Heat is captured and 
rejected to chilled 

water

InRow® cooling units 

Operates on hard floor or 
raised floor

InRow® units
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Zone technologies for Power & Cooling

REAR containment

NO containment

Solid reaCold aisle ear doors

Return air containedCold aisle

Cold aisle

Hot aisle

Cold aisle

HOT-AISLE 
t i t

Contained
hot aisle

containment
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Contained Air Flow 
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Energy Efficiency in Data Centers
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Take a Holistic Approach To Reducing IT, Cooling and 
Power LoadsPower Loads

Cooling Efficiency Is A Big Opportunity

• Must be made smarter, more dynamic.

• Check air flows around the data center
Reduce Power Distr Losses

UPS P li DC AC Di t ib t d• Check air flows around the data center

• Conduct a CFD analysis

• Investigate local options for free cooling –
l k i id d id i

UPS, Power supplies,  DC vs AC, Distributed 
(local) generation (CHP, Solar etc), renewables

look at air‐side and water‐side economizers.

• Bottom‐to‐top airflow

• Use cold aisle/hot aisle rack configuration
Reduce Cooling Load

CFD Analysis, air flow improvements, Free

• Maintain static pressure at 5 percent above 
room pressure

• Avoid air leaks in raised floor

CFD Analysis, air flow improvements, Free 
cooling, Layout (hot /cold aisles), 

• Use blanking panels

• Plumb new builds for liquid cooling Reduce IT Load
Consolidate, Virtualize,  Decommision, Dynamic 

• Investigate local power generation (combined 
heat and power particularly)

Source: Gartner

power load management, Power management, 
Rightsize, Efficient servers, Architectural and 
S/W choices etc.
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Energy Efficiency At Multiple Levels
Energy Efficiency Application of ICT (eg. video conferencing, SCM)

Delivery Model (eg. SaaS, shared service)

Technology Architecture, Design and Engineering

Energy Efficiency Application of ICT (eg. video conferencing, SCM)

Application Design and Software Engineering

Infrastructure, Ops & Energy Management Processes &Tools

Client Devices (inc OS)

ov
er
na

nc
e

in
es
s

Servers (inc OS) and Storage

N t k

Application Components & Middleware (eg. Grid, Virtualisation)

bj
ec
ti
ve
s,
 G
o

om
 T
he

 B
us

Network

Data Center Cooling

Data Center Power Infrastructure (PDUs, UPS)

ed
 G
oa

ls
, O

b

W
or
kl
oa

d 
Fr

Building (construction, energy efficiency, reuse of heat etc)

Physical Location

Energy Sources ( bl CHP l l )

In
te
gr
at
eW

Energy Sources (renewables, CHP, local etc)

Source: Gartner
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Best Practices for Energy Efficiency

Source: Gartner
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Begin the Journey From Always on, to Always Available 
The Data Center Problem
• Everyone is working on power efficiency, but a 

technology "fix" is more than three years away for most gy y y
enterprises

• "If it ain't broke don't touch it" — Well, it's broke now
• Energy management and cooling is very static.
The Opportunity
• Low server utilization
• The technology exists to reduce power consumptiongy p p
The Fix
• Virtualize
• Stop over-provisioning (servers, UPS and cooling)Stop over provisioning (servers, UPS and cooling) 
• Use power management features to throttle power based 

on use
• Use a low power state or shut servers down when not in 

use
• Use management software to automate changing the 

power status of equipment.  (Source: Gartner)
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GREEN IT 101: Ten Effective Methods to 
Improve Electrical EfficiencyImprove Electrical Efficiency

• 36M x86 servers• 36M x86 servers 
by 2011 

• $140B in excess 
server capacity
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Physical location of the data centre still 
mattersmatters
It’s not all about virtualisation

Local or remote? Factors in play:
Industry vertical
• Frequency of data access requirements (eg: 

real-time data record synchronisation)

• Storage needs (by size) & compliance burden 
(need to store multiple years’ records)

Data storage typeData storage type
• Mission-critical (low latency due 

to synchronisation needs, close location 
required, survivability paramount)
B i iti l ti l ( t l ti• Business-critical operational (remote location 
acceptable, backup paramount)

• Archiving (remote location acceptable)
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Data Center Consolidation
Tactical OpportunitiesStrategic Goals

Software Assets Hardware Assets Facilities & Energy Location & Real Estate

Identify/Classify Business Application Services

Reduce 
Energy Cost

Lower Leasing Costs per Sq Foot

Perform Virtualization of Servers / Storage

Move Applications / Infrastructure to Cloud

Identify/Classify Business Application Services

Reduce 
Environmental 

Impact

Consolidate Small Data Centers

Utilize Alternative “Green” Energy Sources

Optimize Cooling Methods / Performance

Optimize Large Data Centers

Increase
Efficiency

Power Supply Improvements

Improve Security via HW & SW Asset and Conf iguration Management 

Efficiency

Enhance 
Aggregate Administrative Functions

Disseminate Government Best Practices

Improve Performance via Redundancy, Load Balancing, COOP   

Business Agility Facilitate Cross-Government Collaboration

Create Metrics for Measuring Goals
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Solutions for data center automation
Element automation1 Element automation
Comprehensive automation for networks, 
servers or storage, spanning all tasks from 
provisioning and change management to 
compliance enforcement and reporting

1

Automate 
networks

1

Links to 
IT service 

management

Automate common IT processes
Establish runbook automation for 
common and repeatable IT processes 
across all infrastructure tiers, IT groups 

2

Automate 
servers

networks

Runbook 
automation

3
Automate 
business 
services

(Data center + client)

42

2

Data center automation
Integrated automation of all aspects of 
deploying and managing applications,

3

and systems

Automate 
storage

Links to 
business 
service

Links to 
change, 

configuration

3
2

deploying and managing applications, 
servers, networks, storage and common 
processes across the entire data center

DATA CENTER TRANSFORMATION

Data center automationAutomate business services
A t t th ti b i i ith

4

service 
management

configuration 
and  release

Data center consolidation

Infrastructure compliance and security

Automate the entire business service with 
continuous control of each phase of the service 
lifecycle, across the data center and client end 
points, from automated operations to 
monitoring and ticketing

53 23 June 2010
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Improve IT Operational Processes p p

ITIL is a business process framework geared to IT service management. ITIL defines best practices for 10 
processes and one function (service desk) and is critical to  Data Center Consolidation :

ITIL Limitations 

Not an improvement methodology

Specifies "what" but not "how"

p ( )

Service Support 
Processes

Incident mgmt.

P bl t

Service Delivery 
Processes

Service‐level mgmt.

Fi i l t

ITIL Benefits

Detailed taxonomy 

Emphasis on process

Doesn't cover all processes

Doesn't cover organization issues

Hype driving unrealistic expectations

Problem mgmt.

Change mgmt.

Configuration mgmt.

Release mgmt.

Financial mgmt.

Capacity mgmt.

IT service continuity

Availability mgmt.

Process integration

Standardization

Focus on customer

Value‐
h i i i

Service‐

3%
P f IT O i i i L l

BasedChaotic Reactive Proactive Based

40% 44% 12% 1%
Percent of IT Organizations in Level
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Secure your Virtualized Infrastructure

Continuous Monitoring 
P f i t l d t l

Guideline for Images
VM t

Patch Management
P t h OS d li ti

Protection Elements
H t B d S it S t•Perform internal and external 

vulnerability scans regularly
•Real‐time active monitoring 
bridging both the NOC & SOC
•Discover and monitor file and 
data activity on the network to 
bl k li i t bl d

•VM resource management
•Role based access to comply 
with principles of least privilege 
and separation of duties
•Disable all unnecessary services 
to reduce exploitable exposure

f f d l f

•Patch OS and applications 
regularly
•Maintain and update inventory 
of all applications and systems 
to address inherent 
vulnerabilities
P d t dd it

•Host Based Security Systems 
for both online and offline 
machines
•Virtual Distributed Switching 
for greater control and traffic 
visibility
Utili i b th Si t b dblock malicious executables and 

potential data leakage
•Enforce confidentiality for VMs 
with logical firewalls (zones) 

•Procedures to address security 
risks for non‐patchable systems   

•Utilizing both Signature‐based 
and Behavioral‐based Analysis  
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Data Center Optimization

Change 
O ti i d Fl

Data Center

Management & 
Capacity 
Expansion

Optimized Floor 
Layout

Data Center 
Design and 
Optimization

Efficient 
Cooling & Air 

b

Efficient Backup 
Power p

More than just Power & 
Cooling

Distribution

High Availability 
Design Services 

Physical Threat 
Monitoring & 
Management
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GTSI Cloud Computing Maturity Model
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Key Takeaways

• Engage a solution provider that can help you with a
thorough datacenter assessment in a heterogeneousthorough datacenter assessment in a heterogeneous
vendor agnostic fashion to get a baseline inventory of
your assets.

• Follow the best practices & lessons learned
• Take a phased approach

A h i i th ti ith• Assess where your agency is in the continuum with
respect to the cloud computing maturity model before
you begin the journey of migrating to cloud.y g j y g g

• Start with a Proof of Concept
• Deploy best of breed solutions
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